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& MOTIVATION
BACKGROUND

Evolution of Power Systems
Grid modernization caused by expansion of renewables and shift towards a connected
and decentralized grid
Goal is to create an evolved grid that is:

Flexible to integrate distributed energy resources (DER)
Accommodate two-way flow of electricity and information for power management
Provide protection against physical risks and cyber risks

Higher risk for cyber attacks unless proper security is built in
Crucial for engineers to develop an algorithm to detect cyber attacks 

CYBER S.H.I.E.L.D. is a physical testbench of a cyber attack detection and prevention
algorithm and an educational outlet for the evolution of electric power systems



GOALS



OBJECTIVES
The model home must use a hybrid solar system

Solar panel will provide energy to the loads in the model smart home

Battery used for energy storage

Multiple loads demonstrate that the system is functioning correctly

Energy management system (EMS) used to distribute and store energy

Data collected from meters are sent to the OPAL-RT in the Digital Grid Lab

This data will be used to employ multiple forms of cyber attacks

If attack is detected, appropriate measures are taken for the event to be isolated

A digital touch screen will be utilized to encourage interaction with the project

Users will be able to select areas of the model to see the voltage, current, state of

charge (SoC), and power absorption or supply



ENGINEERING SPECIFICATIONS
TOUCH SCREEN



ENGINEERING SPECIFICATIONS
SMART HOME MODEL 



ENGINEERING SPECIFICATIONS
SMART HOME MODEL 



THE MODEL SMART HOME



THE MODEL
SMART HOME



HARDWARE BLOCK DIAGRAM



PV PANEL SELECTION

After completing this comparison, our team selected
the Renogy 100W 12V Monocrystalline Solar Panel
as it was less expensive and had the specifications

that we needed to meet for the project. It was
found to be the most durable and efficient option.



BATTERY SELECTION

Our Team Selected the Renogy Deep
Cycle AGM Battery 12 Volt 100Ah because
it was the most cost effective option out of

the batteries selected. Due to this, we
decided to go with the Renogy Sealed

Lead Acid Battery as it met all the
specifications we were looking for and

was listed at a reasonable price.



INVERTER SELECTION

Our Team Selected the Renogy 
700W 12V Pure Sine Wave Inverter
It was the most cost effective option
and it allowed for the second highest

power output for the AC loads. 



CHARGE CONTROLLER
SELECTION

After comparing the two charge
controllers, our team selected

the Renogy Wanderer PWM 10A
Charge Controller as it was the
most affordable and met all of

the requirements of our project.
This charge controller could be
easily integrated with our solar

panel since they are both
Renogy products and designed

to be used together. 



TOUCH SCREEN 
SELECTION

The Phillips touchscreen met all of the
requirements we were looking for at a
lower cost. Due to this, we decided to
select this touchscreen for our project.



RELAY 
SELECTION

After comparing all three options, we
decided to go with the YQSIYU Solid

State Relay. We chose this option
because it was able to meet all the

requirements of our project in order to
successfully control the sources and

the loads in the smart home.



After completing research on these
microcontrollers, we decided to choose the

ESP32-C3. Specifically the ESP32-C3-WROOM
model as it is widely available and has more

features while being inexpensive.

MCU SELECTION



After thorough deliberation, we have
chosen the Raspberry Pi 4: Model B as our
base hardware. This decision stems from its
stellar reputation for ease of implementation

and the robust operating system it offers.
Additionally, it boasts the necessary

capability to meet the power requirements,
efficiently driving the 5V needed to send

signals to the relays

 MPU SELECTION



FOR PV & BATTERY METERING
SCHEMATIC



FOR PV & BATTERY METERING
SCHEMATIC



FOR PV & BATTERY METERING
SCHEMATIC



FOR PV & BATTERY METERING
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FOR PV & BATTERY METERING
SCHEMATIC



POWER DISTRIBUTION TABLE



FOR PV & BATTERY METERING
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Voltage
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Current Sensor
Battery Panel

Current Sensor
Solar Panel



COMMUNICATION PROTOCOLS



ENERGY MANAGEMENT SYSTEM



OPAL-RT INTEGRATION
OPAL-RT TECHNOLOGIES is a leader in the development of PC/FPGA based simulators that
run in real time, hardware-in-the-loop testing equipment, and rapid control prototyping system

Provides engineers with simulation technology that is able to test equipment in power
systems and electro-mechanical systems

Our project utilizes the OPAL-RT to run a simulated power system in real time
The measurements collected from the PCB are inputted into the simulation
When a cyber attack is launched on the simulator, an alert is sent to the Raspberry Pi

DNP3 Communication is used to transfer that data across from the Raspberry Pi 4 to the OPAL-
RT Simulation. 
Our system has been modeled in RT-Lab and can be seen on the next slide



OPAL-RT INTEGRATION



SOFTWARE FLOWCHART
SMART HOME

CONFIGURATION
VIA UI



SOFTWARE FLOWCHART

SMART HOME
CONFIGURATION

--
RASPBERRY PI 
INTEGRATION



SOFTWARE FLOWCHART
CYBER ATTACK EVENT



SELECTION OF SOFTWARE COMPONENTS

UI APPLICATION TECHNOLOGY

For the requirements of this project,
we determined that utilizing game

engine tools would prove to be
incredibly useful in the development

of this application. Some of the
great benefits include available

user interface components, simple
application start-up using an
executable and the object-

orientedness of the program.



SELECTION OF SOFTWARE
UI APPLICATION COMPONENT

In the context of this project, we
went with Unity, as it offers great
tools for creating features and the

fact that we are not creating
complex applications. 



USER INTERFACE



HARDWARE TESTING

Collecting Accurate Information
from Current Sensor
Implementing Switching
Between Two AC Sources
Collecting & Sending Metering
Information from AC Sources
PCB Troubleshooting

Connection of PV, Battery, and
DC Load to Charge Controller
Collection of Metering
Information from PV & Battery
Connection of Inverter to
Battery; AC Load to Inverter
Current and Voltage Sensor
Testing with Arduino
Completed Energy Management
System and Controlled Relays
for Different System States 

HARDWARE SUCCESS CHALLENGES SOLUTIONS

Connected Both Outputs of Relay
and Toggled Them for Switching
Between Two AC Sources
Utilized Current Transformers to
Collect Metering Information from
AC Sources
Continued to Test and Corrected
PCB Design



SOFTWARE TESTING

Correct Information Parsing
Between UI App and Rasp Pi
Networking Challenges

System Config Sent to
Raspberry Pi
UI Views Correctly Displaying
Components
System Hardware Metrics
Accurately Displayed on
Components
Correct Handling of Cyber
Attacks
OPAL-RT / Raspberry Pi
Communication
Raspberry Pi Control Over
Relays

SOFTWARE SUCCESS CHALLENGES SOLUTIONS

Validated that strings were
correctly constructed
Validated that both devices are
on the network and IP addresses
and that ports were correct



BUDGET



WORK DISTRIBUTION
PV Metering Portion of PCB 
RT Lab Model (OPAL-RT)
AC/DC Connection Within
Model House
Smart Home Energy
Management System
AC Source Metering 

Battery Metering Portion
of PCB 
Relay Connections
AC/DC Connection
Within Model House
PCB/Rasp. Pi
Communication  

Rasp. Pi Communication
with OPAL-RT
Rasp. Pi Control of
Relays in Model
PCB Communication with
Rasp. Pi (Metering Info)

User Interface (UI) App
Receiving and Sending
Messages to UI
Implementing the
Communication with
Rasp. Pi and UI



THANK YOU!


